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Synopsis

The current rate of deployment of wireless networks - whether cellular, LAN, Bluetooth, or sensor -
is remarkable. Wireless systems are vulnerable to many kinds of attack, and the security features of
fixed-line systems are not always applicable in the wireless arena. With ever-increasing amounts of
data being carried on wireless networks, security has become a major concern and an area of great
commercial importance. This book presents the key features of wireless networks and discusses
various techniques for ensuring secure communication. In particular, techniques for dealing with
hacking and other forms of attack will be dealt with, as will cooperation in multi-hop and ad hoc
networks. It is suitable for senior undergraduates and graduate students of electrical engineering
and computer science. Given the breadth of coverage, it will also appeal to researchers and

practitioners in the wireless industry.
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Customer Reviews

In contrast to many books available on wireless security that address mostly GSM, WLAN, and
Bluetooth security, this book targets a different audience. It is an excellent survey on the ongoing
security research for wireless ad-hoc networks. The previously mentioned technologies are briefly
covered in the introduction, then the book discusses future forms of wireless networks that are
formed spontaneously, forward traffic in a multi-hop manner, etc.As such networks have very
different trust assumptions and adversary models, naturally, the security solutions differ and this is

why a very active research community has created a lot of interesting security solutions.This book is



a must read for everyone who has started exploring the world of MANETs, Mesh Networks,
Vehicular Networks, etc. and wonders how to provide security and prevent selfish behavior in these
networks. It will safe its readers hours of literature review as the presented material has previously
been cluttered over tons of conference proceedings or journal articles.The book also makes an
excellent addition for any graduate class on this subject, especially as the authors provide
presentation materials on the accompanying website.Last but not least, the authors are among the
leading experts in this field, so they know what they are talking about. A definitive plus not found in

every book ;-)

Information security has too often been addressed in an a posteriori manner, that is, when most of
the system design was complete, or even after system deployment. Wireless networks are no
exception in this regard. Consequently, most existing books on wireless network security describe
standards and "quick fixes" to extant technologies instead of addressing the fundamental
challenges for the years ahead.The book "Security and Cooperation in Wireless Networks" is unique
not only because it addresses the fundamental security concepts of wireless technology but also
because it anticipates new challenges, such as security of sensor, ad hoc, mesh, vehicular, and
RFID networks. The authors describe possible attacks against these networks in a thorough and
comprehensible way, and provide basic techniques to thwart them. An additional reason that makes
this book so valuable is that it addresses not only malicious but also selfish behavior. It also
includes an original tutorial to game theory and a set of detailed examples of its application to
wireless networks.The clarity of this book and the comprehensive set of slides available on the
book’s web site make a particularly compelling case for adopting this book as a textbook for a
graduate course in computer science and engineering. "Security and Cooperation in Wireless

Networks" should also be of considerable interest for researchers and practitioners.
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